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ABSTRACT: High-density information security storage in big data center is the important 

application of ensuring the confidentiality of information. Information storage security is 

mainly for the high-density information in big data center of the network. A security storage 

method of high-density information in big data center based on fuzzy clustering is proposed. In 

order to improve the accuracy of high-density information security storage in big data centers, 

the fuzzy theory is firstly used to give the distribution structure of high-density information, and 

obtain the time series flow model of information security storage and the time interval of high-

density data distribution. Experimental simulation shows that the data storage security and 

stability of the proposed method are high, it is of great significance for the security of network 

information. The simulation experiment results show that with the increase of the sampling time, 

the throughput of using the proposed method for high-density information security storage in 

the big data center has obvious advantages compared to that of the method , it greatly enhances 

the quality of high-density information security storage in the big data center. 
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1 INTRODUCTION   

In China, with the advent of the Internet era, the 

Internet is used in the construction of various 

industries. People are increasingly dependent on the 

computer and data center, information storage 

security risks are increasing. high-density 

information security storage in big data center is the 

important application of ensuring the confidentiality 

of information. Information storage security is 

mainly for the high-density information in big data 

center of the network. Different information data 

can come from different data sources. For example, 

there are data from semi-structured data, 

unstructured data, and so on. This part of the 

structure can contain a variety of confidential 

records, so in order to save the data, it must have a 

large enough capacity of storage space, but also 

need a good security measures. However, in the 

process of high-density information storage, the 

vector quantization feature of the high-density 

information attribute set in big data center cannot be 

extracted accurately in the process of high-density 

information storage relative to most of the 

information storage methods, leading to the high-

density information security storage into a 

bottleneck. In this case, the problem of high-density 

information security storage in big data center, has 

become an important factor restricting the 

development of big data storage, causing a lot of 

experts and scholars attention. 

In (Kumar, Srivastava.2014), the generalized 

balanced binary search tree is used to preserve and 

encode, allowing the user to define the encryption 

algorithm and the adjustment strategy. Giving the 

encrypted information preserves the order of the 

plaintext, to obtain the objective function of high-

density information security storage in the big data 

center, get the constraints of security storage, and 

complete the security storage of high-density 

information in big data center. The data storage 

efficiency of this method is high, but it cannot 

extract the vector quantization feature of the high-

density information attribute set in big data center, 

and the storage security and stability are poor. In 

reference (Wu, Wang, Liang, et al. 2016), the 

correlation coefficient and evenness index are 

selected to construct the comprehensive objective 

function of high-density information security 

storage in big data center. The control parameters of 

the composite chaotic cryptosystem are used for 

security storage of high-density information in big 

data center and coordinate the optimal setting. On 

this basis, the high-density information security 

storage in big data center is completed. The method 

is more reliable, but the storage process is more 

cumbersome and time-consuming. In (NIU Geng. 

2015), the information storage encryption matrix of 

compressed onion layer and extended onion column 

is proposed. The plaintext-ciphertext 

correspondence rule of high-density information is 

designed, and the mutual conversion between the 
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name of plaintext column and ciphertext column is 

given. Based on this, the high-density information 

security storage in big data center is completed. The 

method is extensible, but the storage cost is high. 

Aiming at the above problems, a security storage 

method of high-density information in big data 

center based on fuzzy clustering is proposed. 

Experimental simulation shows that the data storage 

security and stability of the proposed method are 

high, it is of great significance for the security of 

network information. 

2 THE OVERALL ARCHITECTURE OF 

HIGH-DENSITY INFORMATION 

SECURITY STORAGE IN BIG DATA 

CENTER  

The overall architecture of the security storage 

platform of high-density information in big data 

center is divided into four levels, followed by data 

storage layer, data management layer, data service 

layer and user access layer. The overall architecture 

of the storage platform is shown in figure 1. 
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Fig. 1 The Overall Architecture of High-density 

Information Security Storage Platform 

The main purpose of the security storage system 

of high-density information in the big data center is 

to build a platform for today's facing problems of 

data security and information processing in big data 

systems, and provide solutions. The operation flow 

is: on the client, when the user selects the high-

density information that needs to be uploaded, the 

client program encrypts the high-density 

information. After that, the encrypted ciphertext is 

uploaded to the server. The server accepts the 

ciphertext data sent from the client, and stores the 

ciphertext data and the corresponding information 

on the server. When this user and other users with 

data sharing rights need to use the data, download 

the ciphertext data from the server, and decrypts it 

on the client to get its plaintext message; when the 

user searches the keywords, the client will encrypt 

the keywords into ciphertext firstly, and then return 

the ciphertext keywords to the server, after the 

server receives the keywords, the stored ciphertext 

data are retrieved. 

The security storage system of high-density 

information in data center is divided into three 

functional modules, which are defined as follows: 

(1) upload / download data module of client. The 

module not only contains the information 

transmission between the server and the client, but 

also contains the upload to the server, the 

encryption of plaintext and decryption of ciphertext 

when data is downloaded from the server; 

(2) data processing module of server. The 

module contains the storage of ciphertext uploaded 

by the user and the storage of its ciphertext sharing 

information; 

(3) The retrieval module that acts on the client 

and server. On the client, when the user inputs the 

keywords that they want to retrieve, the client will 

encrypt the keywords and upload it to the server at 

the same time, and retrieve the ciphertext. 
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Fig. 2 Structure of Storage Function Module in the 

High-density Information Security Storage System 

The high-density information security storage 

system contains two structural modules, which are 

defined as follows: 

1) client module of high-density information 

storage. The module can be responsible for high-

density information encryption, decryption, 

ciphertext data upload and download, and the 

encryption of retrieval keywords. 

2) high-density server module. The module 

mainly contains the ciphertext data and the 

corresponding information from the client, stores 

them on the server, and the search process is mainly 

responsible for the matching of ciphertext retrieval 

words. 
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Fig. 3 Structure of Storage System 

The high-density information security storage 

system, contains two structural modules, four 

control modules, shown as follows: 
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1) Registration module of client. New users will 

be through the module, added to the high-density 

information security storage system. The trusted 

third party, through the user registration information 

forms a pair of keys for the new user, and 

distributes to the new user. 

2) Login module of client. Users will be 

connected to the server through this module, on this 

basis, data upload, download, delete and other 

operations are carried out. 

3) Control module of server. Through the 

module, the server masters the user's connection, 

and works together with the control module of 

server to achieve keywords search function. 
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Fig. 4 Structure of Storage Control Module 

The above is the overall structure design 

principle of high-density information security 

storage in big data center. Using this principle, it 

can complete the overall structure design of high-

density information security storage in big data 

center. 

3 SECURITY AND POTIMIZATION 

STORAGE OF HIGH-DENSITY 

INFORMATION IN BIG DATA 

CENTER BASED ON FUZZY 

CLUSTERING 

3.1 The Primary Feature Extraction of 

High-density Information Security 

Storage Space in Big Data Center 

In order to improve the accuracy of high-density 

information security storage in big data centers, the 

fuzzy theory is firstly used to give the distribution 

structure of high-density information, and obtain the 

time series flow model of information security 

storage and the time interval of high-density data 

distribution. The information fusion set of the 

storage space vector is given to obtain the basis 

function index set of the redundant data in the 

information storage space. The characteristic 

distribution gradient index of the time series of 

high-density information is obtained, and the 

optimal vector of the hierarchical fusion fuzzy 

clustering center for security storage of high-density 

data is given. The specific steps are as follows: 

Supposing that 
1

G  and 
2

G  represent the Sink 

nodes of fuzzy clustering of data storage, 
e rp

A   

represents the set of transmission vectors in the 

high-density information acquisition model, 
d g p p

c   

represents the edge of the directed graph of the 

high-density information data distribution, and 

w eo
R   represents the sparse characteristics concept 

set of the sampling time series of high-density 

information, then the use of formula (1) gives a 

high-density information distribution structure: 

 
 1 2w eo erp

erp

d g p p u o p

R A G G
E

c h

 
  

 

m m
 (1) 

In the above formula, 
u o p

h  is an instance set of 

data information flow. 

Assuming that 
d g h

d   is the number of sampling 

points of high-density information and  n u
  is the 

characteristic interference in the storage medium, 

then the time-series flow model of information 

security storage is calculated using formula (2). 

 
 

 su p

d g h w ep s fjj

e rp

e tp

d a x
A E

f
n u

  
   


 (2) 

In the above formula, 
w ep

a   is the separation 

measure of data fuzzy clustering, 
s fj j

x   is the 

oscillation amplitude of the high-density 

information transmission medium, and 
e tp

f   is the 

structural scale characteristic of the high-density 

information storage space. 

Supposing that 
a fh

s   is the scanning time center 

of the information, 
sg h

l   is the Doppler window 

length of the information distribution structure, and 

s fg
x   is the decomposition function of the vector 

quantization feature of high-density information 

attribute set, then the time interval of high-density 

data distribution to be stored is obtained by using 

formula (3): 

 
 

su p

x g jj lps fg a fh

w e r j

s g h fh j

c gx s
z

l A o

 
  

  

m
  (3) 

In the above formula, 
xg jj

c   is a fuzzy set of high-

density information attribute set, and 
lp

g  is the 
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index value attribute of the user 
fh j

o   in the 

transmission channel scheduling for high-density 

information. 

Assuming that 
w er

   is the cross-correlation 

function between the feature vectors of high-density 

information, 
r tp

b   is the degree of separation 

measure in the data transmission link layer, R X  is 

the degree of separation measure in the stored 

information transmission link layer, and 
fg

s   is the 

constraint function of to satisfy the convergence 

condition in the discrete sample sampling of the 

information attribute set to be stored, 
s f

e  is the time 

series of transmitted data of the high-density 

information storage space in big data center, then 

the use of formula (4) gives the information fusion 

set of storage space vector:  

 
 s f fg w er

sd p

r tp zv jj

e s R X
D

b x

  
  

 

m m
 (4) 

In the above formula, 
zv jj

x   is the vector length of 

information flow in the storage system. 

Supposing that, 
d f

s   is the fuzzy convergence 

control function of information security storage, 

s g
   is the load of the clustering calculation in 

storage, and 
fg

c   is the clustering attribute of storage 

data. Then, the formula (5) is used to obtain the 

base function index set of redundant data in the 

information storage space: 

 
fg sg sg h sg j

a w e fj

d f d h j

c s w
A f

s d

   
   

 

m
 (5) 

In the above formula, 
sg h

s   is the condition that 

the Sink node needs to satisfy in the information 

storage system, 
sg j

w   is the decomposition function 

of vector quantization feature in the data attribute 

set, and 
f j

f  is the feature fusion center of different 

high-density information. 

Assuming that the 
w ep
  is the embedding 

dimension of the data flow fusion in the storage 

system, 
c f

e   is the set of training sample set of the 

vector quantization feature decomposition of the 

high-density information attribute set in the storage 

space, 
dh i
  is the information fusion set of storage 

space vector in the big data center, The 

characteristic distribution gradient index of the 

high-density information time series is obtained by 

using formula (6) 

 
d h i c f io p

w ep o sh ll

w ep a g i g h p

e e
E s

s p

   
   

   m
 (6) 

In the above formula, 
a g i

s  is the weight vector of 

any training sample, 
io p

e   is the existed high-

dimensional eigenvector by the clustering of the 

data attribute in the information storage medium, 

and 
g h p

p   is the characteristics of basic frequency in 

the clustering space of high-density information 

data, 
sh ll

s   is the scalar time series in the high-

density information set. 

Supposing that 
s g

e   is the feature matching set of 

finite information data set, 
d g j

d f   is the main 

frequency of the high-density information feature, 

p o u
   is the time delay of the data storage, 

sw e p
e   is 

the number of samples contained in the each 

information set, 
c e rp

d   is clustering center of the 

high-density information fusion, then the formula 

(7) is used to extract the fuzzy membership function 

of high-density information: 

  
sw ep d g j cerp erp

e tep

p o u sg w ey

e d f d g
J

e p

    
 

  
m  (7) 

In the above formula, 
e rp

g   is the clustering 

center of the data fusion, and 
w e y

p   is the mean 

value of the higher order spectral characteristic 

component of the high-density information. 

Assuming that 
o u i

   is the i -th vector of the 

clustering center of high-density information, 
w ep

x   

is the base function of the high-density information 

in the data storage center, then the optimal vector of 

the segmented fusion fuzzy clustering center of 

high-density information security storage is given 

by using formula (8): 

 
 

 
su p

w ep o u i e tep sd p

ryu w er j e rp

w ep o a w e

x J D
a z z E

E A A

   
    

  

m
m (8) 

In summary, in the optimization storage process 

of high-density information security in big data 

center, the fuzzy theory is used to give the 

distribution structure of high-density information. 

The time series flow model of the information 

security storage is obtained to get the time interval 

of high-density data distribution to be stored. And 

the information fusion set of the storage space 

vector is given, to obtain the base function index set 

of the redundant data in the information storage 

space, and the characteristic distribution gradient 

index of the high-density information time series. 

The optimal vector of the segmented fusion fuzzy 
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clustering center of high-density data security 

storage is proposed to realize the security and 

optimization storage of high-density information in 

big data center. 

3.2 High-density Data Security Storage in 

the Big Data Center based on the 

Optimized Tuning 

In the security and optimization storage process 

of high-density information in the big data center, 

according to the optimal vector of the segmented 

fusion fuzzy clustering center of 
r y u

a z   obtained in 

section 3.1, and the high-density information is 

made composite chaotic encryption. The correlation 

coefficient and uniformity index are used to 

construct the integrated objective function of high-

density information security storage. The control 

parameter of the complex chaotic cryptosystem are 

coordinated, optimized and adjusted to improve and 

perfect the function of high-density information 

security storage in big data center. Specific steps are 

described below: 

Supposing that 
s fg

x  is the chaotic variable, 
o p i

   

is the control parameter, according to the optimal 

vector of the segmented fusion fuzzy clustering 

center of 
r y u

a z   obtained in section 3.1, in wavelet 

transformation space, the wavelet coefficient of 

plaintext is made composite encryption, using 

formula (9) to describe: 

 
 p e r e rpo p i s fg

a s r

r y u w k p w e rp

z cx
Z

a z j c

   
  

  m
 (9) 

In above formula, 
p e r

z   stands for the analytic 

equation of the Logistic mapping of high-density 

information security storage, and 
e rp

c   is the pseudo-

random sequence. 

Supposing that, the controllable parameter of 

chaotic encryption is represented by  , 
sw er

E   is the 

presented initial chaos status of the system,  t  is 

the basic wavelet function, to impel  t  by the 

scale expansion and translation transform to 

generate function clusters, represented by  ,
t

 
 . 

The formula (10) is used to form chaotic cipher 

sequence: 

 
     

 
1 2,

1 2

,
sg j C C

w eg h r

sw er C C

d X Xt t
Z u n

E T T

 
 




   

 

mm

m
(10) 

In the upper model, 
sg j

d   is the control parameter 

that represents the difference characteristics of 

chaotic motion. 
1C

X  and 
2C

X  respectively 

represent one-dimensional discrete chaotic sequence 

generated by the iteration, 
1C

T  and 
2C

T  respectively 

represent delay time constant, and  u n  represents 

jump function. 

It is assumed that, 
n

X is the length of the 

wavelet sequence of the plaintext information, the 

wavelet coefficient of plaintext information 

represented by 
sw

X  is obtained, and the wavelet 

transform sequence 
sw t

X  is obtained by 

proportional transformation. The ciphertext 

sequence 
cb n m

v   is generated by using formula (11): 

 
 

3

1 2
,

C st

cb n m ce

w eg h r

K X K
v X

K K Z


  


m  (11) 

In the upper model, 
1

K  and 
2

K  represent the 

cipher codes, 
3

K is the block of cipher codes, and 

ce
X  is the encryption block sequence of complex 

chaotic equaled with the length of 
sw t

X . 

Assuming that 
S

L  is the length of wavelet 

sequence
n

X  of plaintext information, the length is 

defined as the adaptive value of the current 

ciphertext sequence
cb n m

v  , 
S D E

P   is the constraints of 

the preset threshold, and using the formula (12) 

determine whether the 
S

L  meets the constraints of 

preset threshold: 

 
 

 
u ip ko p S

d fy S D E n

cb n m ko p S

p L
s P X

v p L

  
  

  m
 (12) 

In the formula, 
ko p

p   represents the concealment 

of plaintext information, and 
u ip

  stands for an 

important index to measure the ability of anti-attack 

and anti-break of cipher system. 

Assuming that, 
p o i

   stands for the sensitivity of 

the chaotic motion system to the initial encryption 

system, and the uniformity represented by 
w er

   is 

introduced to make quantitative evaluation of the 

uniform distribution of encrypted information. 

Formula (13) is used to take the correlation 

coefficient and the evenness index, to construct the 

comprehensive target function of high-density 

information security storage: 

 
n if p o i

G YU w er

d ry e rp

U
Z

V







  

 
 (13) 

In the formula, 
n if

U  is the normalized similarity 

function, 
d ry

   is the weights of normalized 
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similarity function, 
d ry

   is used to measure the 

degree of similarity between the ciphertext 

sequence and the plaintext sequence, 
e rp

V   is the 

difference of the motion characteristics in one-

dimensional chaotic system. 

It is assumed that 
iou

   is the cross correlation 

coefficient between the ciphertext sequence and the 

plaintext sequence,  1 2
,a a  is the weight 

coefficient, and 
io u

f   is the homogeneity of the 

ciphertext sequence, then the formula (14) is used to 

complete the security storage of the high-density 

information in the big data center: 

 
 1 2

,
io u

S F s fg h fh k

io u

a a
W z f

f

  
   


m  (14) 

In the above formula, 
s fg h

z   stands for the 

attenuation coefficient of encryption performance of 

the complex chaotic cryptosystem, and 
fh k

f   

represents that the composite chaotic system has a 

stronger initial sensitivity. 

4 EXPERIMENT AND SIMULATION 

PROOF 

In order to prove the validity of the proposed 

method based on fuzzy clustering for high-density 

data security storage in big data center, an 

experiment is needed. C + + and Matlab7 mixed 

programming simulation platform is used. The 

hardware environment of the experiment is: Intel 

(R) Core (TM) 2Duo CPU, 2.94GHz, 4GB memory, 

Windows 7 operating system. The time interval of 

the data characteristics acquisition is 0.25s and the 

frequency of characteristics sampling 4
s

f  , 

0
20

z
f kH . The length of time series sampling of 

a single set of high-density information is 140, the 

range of expanded bandwidth change in a data 

storage system is 1~10db, and the maximum 

number of iterations is 2 9N P  . In the 

experiment, the one set of high-density information 

with different attributes are taken as sample, to 

obtain the time series waveform of the sample 

testing set of data storage shown as figure 5. 
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Fig. 5 Time Series Waveform of Sample Testing Set of 

High-density Information Storage 

4.1 The Establishment of Evaluation 

Indexes 

In order to verify the feasibility of the proposed 

method, the experiment is divided into two different 

stages. In the first stage of the experiment, the 

storage security is used as an evaluation index to 

test the performance of the proposed method for 

high-density data security storage in big data center. 

In the second stage of the experiment, in order to 

show the comprehensiveness and impartiality of the 

experiment, the above results are compared with the 

method used in the (Wu, Wang, Liang, et al.2016). 

The throughput performance of storage system is 

used to verify the effectiveness of different methods 

for high-density information security storage in big 

data center. 

4.2 Storage Security Test of the Proposed 

Method 

Using the fuzzy clustering method proposed in 

this paper, the high-density information security 

storage experiment in big data center is carried out, 

and the security of this method is tested. The result 

is shown in figure 6. 
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Fig. 6 Security and Stability of Storage by the 

Proposed Method 
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The simulation results in figure 6 shows that 

with the increase of the sampling time, the security 

and stability of using this method for high-density 

information security storage in big data center 

always higher, which can fully meet the needs of 

security and stability of high-density information 

security storage in big data center. 

4.3 Comparison of Throughput 

Performance of Storage System by 

Different Methods 

Using the proposed method and the method of 

(Wu, Wang, Liang, et al. 2015), the experiment for 

high-density information security storage in big data 

center is carried out. the throughput performance of 

high-density information security storage in big data 

center by different methods is compared, and the 

results are shown in figure 7. 
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Fig. 7 Throughput Performance of Storage by 

Different Methods 

The simulation experiment results in figure 6 

show that with the increase of the sampling time, 

the throughput of using the proposed method for 

high-density information security storage in the big 

data center has obvious advantages compared to 

that of the method in (Wu et al. 2016), it greatly 

enhances the quality of high-density information 

security storage in the big data center. 

Experimental results show that the proposed 

method has higher security and stability for data 

storage, and is of great significance to the security 

of network information. 

5 CONCLUSION 

In this paper, the problem of high-density 

information security storage in big data center is 

studied. the grid distribution structure model of data 

security storage is established and vector 

quantization characteristics of the high-density 

information attribute set are decomposed. In order 

to improve the security of high-density information 

storage, the segmented matching detection method 

is applied to compact features for the stored data 

flow. Experimental results show that the proposed 

method has higher security and stability for data 

storage, and is of great significance to the security 

of network information. 
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